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Executive Summary

Rules of Behavior are part of a comprehensive program to provide complete information security.  These guidelines were established to ensure all users, system administrators, and managers of Agency IT systems know and understand their responsibilities and are accountable for their actions related to protection of Agency IT systems and data.  

These rules extend to all Agricultural Research Service (ARS) personnel and any other persons using IT equipment or accessing ARS systems under formally established agreements.  This includes contractors and other federally funded users.

All users will be fully aware of, and abide by, ARS security policies as well as related federal policy contained in the Privacy Act, Freedom of Information Act, and Records Management Regulations.

Rules of Behavior

Appendix III, OMB Circular A-130, Security of Federal Automated Information Resources states:
“Agencies shall implement and maintain a program to assure that adequate security is provided for all agency information collected, processed, transmitted, stored, or disseminated in general support systems and major applications. 

Each agency's program shall implement policies, standards and procedures which are consistent with government-wide policies, standards, and procedures issued by the Office of Management and Budget (OMB), the Department of Commerce, the General Services Administration (GSA) and the Office of Personnel Management (OPM).  Different or more stringent requirements for securing national security information should be incorporated into agency programs as required by appropriate national security directives.” 

“Establish a set of rules of behavior concerning use of, security in, and the acceptable level of risk for the system.  The rules shall be based on the needs of the various users of the system.  The security required by the rules shall be only as stringent as necessary to provide adequate security for information in the system.  Such rules shall clearly delineate responsibilities and expected behavior of all individuals with access to the system.  They shall also include appropriate limits on interconnections to other systems and shall define service provision and restoration priorities.  Finally, they shall be clear about the consequences of behavior not consistent with the rules.” 
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1.0
Introduction

The United States Department of Agriculture (USDA) relies on its IT resources to help accomplish its mission of enhancing the quality of life for the American people by supporting production of agriculture.  The ARS Office of the Chief Information Officer (OCIO) supports the ARS mission by providing an integrated, secure means for communications via the Internet or Intranet to and from ARS systems and applications.  

In accordance with guidance issued by the Department of Commerce, the General Services Administration (GSA), the Office of Personnel Management (OPM), and requirements established by the Office of Management Budget (OMB) Circular A-130, Appendix III, this document presents the General Rules of Behavior for use of ARS IT systems.

2.0
Purpose
The purpose of this document is to summarize General Rules of Behavior for Agency IT systems regarding Cybersecurity laws, best practices, and guidance from various Federal and Departmental documents, most specifically OMB Circular A-130.  These guidelines will be followed to protect all Agency IT systems from security threats and vulnerabilities and maintain a secure IT environment.

3.0
References

The following guidance was used in developing this document:

3.1
Federal Laws
· Privacy Act of 1974

· Paperwork Reduction Act of 1995, Title 44 Chapter 35
· Clinger-Cohen Act, P.L. 104-106

· Computer Security Act of 1987, P.L. No. 1000-235, 101 Stat. 1724 (1988)

· Computer Security Enhancement Act of 1997, H.R. 1903

· Federal Information Security Management Act (FISMA), P.L. 107-347

· Freedom of Information Act, P.L. 89-487

· Computer Fraud and Abuse Act, P.L. 99-474, 

· Government Information Security Reform Act (GISRA), P.L. 106-398

· Standards of Conduct for Federal Employees

· Code of Ethics for Government Employees
3.2
Office of Management & Budget (OMB)
· OMB Circular No. A-123 Management Accountability and Control

· OMB Circular No. A-130 Security of Federal Automated Information Resources (Appendix III)

· M-99-00 Security of Federal Automated Information Resources  

· M-01-05 Guidance on Inter-agency Sharing of Personal Data - Protecting Personal Data 
3.3
National Institute of Standards & Technology (NIST)
· NIST Federal Information Processing Standards Publications (FIPS)
· NIST Special Publications 800 Series (NIST SP 800)
3.4
United States Department of Agriculture (USDA)
· DR3140-001, USDA Information Systems Security Policy

· DR3140-002, USDA Internet Security Policy

· DR3300-001, Telecommunications & Internet Services and Use 

· DR3440-002, Control and Protection of “Sensitive Security Information”

· USDA Departmental Regulations, Manuals, and Policies

· USDA OCIO, Cyber Security Guidance
3.5
Agricultural Research Service (ARS)
· P&P 253.3, ARS Information Systems Security Program 
· P&P 253.4, Use of IT Resources
4.0
General Requirements

All users will be fully aware of, and abide by, ARS security policies as well as related federal policy contained in the Privacy Act, Freedom of Information Act, and ARS Records Management Regulations. 

These Rules of Behavior are founded on the principles described in all appropriate Federal laws and regulations, Office of Personnel Management regulations, Office of Management and Budget regulations, Standard of Conduct for Federal Employees, Departmental Regulations, ARS policy, and other regulatory documents such as the Code of Ethics for Government Employees. These Rules of Behavior carry the same responsibility for compliance as the official documents cited above.

5.0
Accountability

Accountability is a security principle mandating that individuals must be held accountable for their actions.  Any violations of ARS security policy or USDA regulations will be traced back to the individual.
5.1.
User Accountability 

· Adhere to the Government wide standards of ethical conduct and any USDA and ARS supplemental regulations governing conduct.

· Not attempt to override technical or management controls (i.e., carrying sensitive data home on a floppy disk without prior approval, etc.). 

· Use only systems, software, and data for which you have authorization and use them only for official government business.

· Protect confidential and/or sensitive information from disclosure. 

· Protect government property from theft, destruction, or misuse. 

· Not remove computers from ARS premises unless authorized in accordance with ARS property management requirements. 

· Report security incidents, or any incidents of suspected fraud, waste, or misuse of ARS systems to appropriate officials. 
5.2
Manager Accountability 
· Ensure all personnel requiring access to ARS IT systems complete the USDA Security Literacy and Basics Awareness Training using the Agriculture Learning Service (AgLearn) prior to obtaining access to ARS IT systems. 
· Ensure that personnel have access and are aware of all existing USDA, ARS, and federal policies and procedures relevant to the use of ARS IT resources. 

· Ensure personnel follow system security policies, guidelines, and procedures. 

5.3.
ARS System Usage Requirements

USDA employees, consultants, contractors, and subcontractors will:

· not attempt to gain access to systems, applications, or data for which they have not been authorized;

· not assist others in attempting to gain unauthorized access to systems, applications, or data; 

· not knowingly destroy or modify data without permission, nor introduce malicious software (viruses or worms) or infected files; 

· not make illegal copies of software; and 

· not use USDA computer systems for personal use or gain.
6.0
Authorized Use of Government Equipment and Resources
ARS IT resources (e.g., computer equipment, network, email, etc.) may only be used for authorized Government use.  Limited personal use of Government office equipment by employees during personal time is considered to be an “authorized use” of Government property.  Limited personal use is use that involves minimal additional expense to the Government, is performed on the employee's personal time, and does not interfere with the mission or operations of an agency.  For additional policy information, ARS users can reference USDA Departmental Manual (DM) 3525-000, “USDA Internet and E-mail Security,” USDA Departmental Regulation (DR) 3300-001, “Telecommunications & Internet Services and Use,” and ARS Policy and Procedure (P&P) 253.4, “Use of IT Resources.”  Employees are expected to conduct themselves professionally in the workplace and to refrain from using government equipment and resources for inappropriate activities.  
7.0
Internet Use 
The use of the ARS Internet service is provided for the purpose of communication, research, and educational or professional development, as it relates to the overall mission of USDA and specifically ARS mission.  Government employees and contractors will follow all appropriate Federal laws and regulations, ARS policies, rules of conduct, and ethics while using the Internet.  Additional policy regarding Internet Use is contained in DM3525-000, “USDA Internet and E-mail Security” and ARS P&P 253.4, “Use of IT Resources.”

8.0
Private Internet Service Providers

USDA agencies and staff offices will only use the USDA Internet Access Network (IAN) as the Internet Service Provider (ISP) for entry to the Internet in accordance with DM3525-001 “USDA Internet Access Security for Private Internet Service Providers.”  ARS sites that require the use of private ISPs must submit requests for policy exceptions to the ARS, OCIO, Cybersecurity Branch on an annual basis.  The OCIO, Cybersecurity Branch will submit policy requests to the USDA Cyber Security office for approval.
9.0.
Internet Security Strategy

All agencies, mission areas, and staff offices will have a firewall installed and operating between their networks and the USDA backbone network in accordance with DM3530-004, “Firewall Technical Security Standards.”  
All ARS locations using private ISPs are required to place network or host-based firewalls between the non-USDA ISP and ARS systems.  ARS systems are required to meet Federal and Departmental security requirements, review security controls on a regular basis, and be fully documented in Information System Security Plan on an annual basis.  All remote access to ARS systems that reside on the USDA network are required to use Virtual Private Network software to prevent split tunneling, establish an encrypted communication link, and properly authenticate to ARS networks and systems before access will be permitted.
All ARS systems will: undergo an annual risk assessment using the NIST SP 800-26 Self Assessment checklist; use anti-virus software and maintain current virus signatures; maintain current system and security patches; and conduct monthly vulnerability scans to identify and correct system weaknesses.
All ARS systems are required to undergo a security certification process and be approved by a Designated Accrediting Authority and the Agency Certifying Official prior to being placed in operation.  All systems will be re-accredited every three years or any time a major change is implemented. Guidance for completing Certification and Accreditation of Agency IT systems can be found in NIST SP 800-47, “Guide for the Security Certification and Accreditation of Federal Information Systems.”
10.0
Email Policy
ARS provides and maintains an electronic-mail (email) system to assist users in performing their job functions and to achieve objectives as they pertain to ARS.  These systems, including the equipment and the data stored in the system, are the property of ARS.  As such, all messages created, sent, received, or stored in the system are property of ARS and will remain the sole property of ARS.  Additional policy regarding email Security is contained in DM 3525-000, “USDA Internet and E-mail Security” and ARS P&P 253.4, “Use of IT Resources.”
11.0
Telework Policy
ARS has implemented a Telework program under Public Law 106-346, Section 359.  All ARS offices establishing Telework arrangements are to review the security issues for each telecommute position within their organization.  To ensure ARS offices have addressed all relevant Security and Information Technology (IT) issues before any Telework arrangement is finalized, a checklist entitled, “Telework Security/IT Checklist Roles and Functions” will be used.  The checklist and additional policy regarding Telework security is contained in DM 3525-003, “Telework & Remote Access Security.”

12.0
Unofficial Software
ARS users are reminded that unauthorized software may not be installed on system servers or employee workstations without the explicit approval of the local ARS system administrator.  Employees are also required to abide by the software licensing agreement for all Commercial Off-The-Shelf (COTS) software that USDA or ARS has purchased.  This includes prohibiting the removal of government owned software from the building for personal use. Additional guidance regarding unauthorized software is available in Executive Order, “Computer Software Piracy” dated October 1, 1998 and DM 3525-002, “USDA Internet Use and Copyright Restrictions.”
13.0
Password Management
ARS systems require users to identify themselves and authenticate to the information system component prior to performing any system action.  The information system will use a protected mechanism (e.g., passwords) to authenticate the user’s identify.  The information will protect authentication data so that it cannot be accessed by any unauthorized user(s).

Under no circumstance will an authorized user attempt to circumvent the policy or make any exceptions to the policy unless approved by system administrators or senior management.  For additional password policy information, ARS users can reference regulations DR 3140-001, “USDA Information Systems Security Policy”, National Institute of Standards and Technology (NIST) Special Publication (SP) 800-14, “Generally Accepted Principles and Practices for Securing IT Systems”, and NIST SP 800-47, “Security Guide for Interconnecting Information Technology Systems.”
14.0
Access Control
Access Controls are minimum standards for all users regardless of their discretionary access requirements.  Access Control ensures that resources are only granted to those users who are entitled to them.  For additional policy information, ARS users can reference DR 3140-001, “USDA Information Systems Security Policy.”
IT service providers include (but are not limited to): system administrators, computer operators, system engineers, network administrators, LAN server administrators, those who have access to change control parameters for equipment and software, database administrators, and those who control user passwords and access levels, and troubleshooters/system maintenance personnel. 

IT Service Providers will:

· Restrict system access to those persons needed to perform assigned duties. 

· Ensure system users are aware of their responsibilities regarding access security. 

· Plan for disaster recovery and contingency situations. 

· Be certain proper software access controls are in place to ensure the security and integrity of data. 

· Post logon warning banners at all logon points to ARS computers and systems using the USDA required language for Agency warning banners. Reference USDA Policy CS-017, “Required Language for Agency Warning Banners.” 

· Set passwords for new accounts. 

· Set expiration dates for accounts and passwords.

· Monitor, delete or reassign user accounts after employees leave the organization.
15.0
Audit Trails

 SEQ CHAPTER \h \r 1Audit trails maintain a record of system activity by system or application processes and by user activity.  In conjunction with appropriate tools and procedures, audit trails provide a means to help accomplish several security-related objectives, including individual accountability, reconstruction of events, intrusion detection, and problem identification.   SEQ CHAPTER \h \r 1Audit trails are to be used for the following:

·  SEQ CHAPTER \h \r 1Individual Accountability.  The audit trail supports accountability by providing a trace of user actions.

·  SEQ CHAPTER \h \r 1Reconstruction of Events.  Supports after-the-fact investigations of how, when, and why normal operations ceased.  
·  SEQ CHAPTER \h \r 1Intrusion Detection.   Assists in intrusion detection by examining audit records as they are created or after the fact, by examining audit records in a batch process.
·  SEQ CHAPTER \h \r 1Problem Identification.   To be used as online tools to help identify problems other than intrusions as they occur.  This is often referred to as real-time auditing or monitoring.
Audit logs should be maintained for critical infrastructure devices like firewalls and routers in addition to web and application servers.  Each local security officer or system administrator should identify systems that require audit logs and those that are not relevant.  Systems that might not be considered relevant include desktops and workstations that due to limited security benefits, negative impact on performance, and duplication of information already being collected and monitored over the network.
At a minimum, the audit logs will track information on client transactions (i.e. IP address of source and destination, date and time, port, Uniform Resource Locator, etc), attempted access to network services, rejected source routed addresses, Internet Control Message Protocol (ICMP) redirects, and any system information the local security officer deems relevant. Archived audit logs will be maintained for a minimum of three years and kept as a separate backup for easy retrieval when needed in accordance with DM3530-004, “Firewall Technical Security Standards.”  
For additional policy information, ARS users can reference NIST SP 800-14, “Generally Accepted Principles and Practices for Securing IT Systems” and DR 3140-001, “USDA Information Systems Security Policy.” 

16.0
System Privileges
ARS Policy limits the use of a trusted privilege account (superuser or root) solely to the systems administration staff.  Systems Administration staff is prohibited from sharing the administrator password and/or administrator account with non-trusted users for any reason.  Specialized trusted accounts can be created upon request for job functions such as Database Administrators, System Administrators, Network Administrators, etc.  Such accounts will have limited administrator access according to the job function.  Such accounts will be audited, and the user in charge of these accounts will be held liable for their actions.  Specialized trusted users will not make any system or kernel related changes to the information systems unless authorized by the system trusted superuser or system administrator. 

17.0
Sensitive Security Information 

U.S. Department of Agriculture (USDA) Regulation 3440-002 establishes the minimum protection requirements, including the identification of unclassified but sensitive information as “Sensitive Security Information,” and recommends additional security safeguards to be applied where warranted by the sensitivity of the information.  This regulation provides detailed instructions for use when identifying unclassified but sensitive information and safeguarding it against unauthorized use or disclosure.  ARS users are required to protect USDA ARS information in accordance with DR 3440-002, “Control and Protection of Sensitive Security Information.”
18.0
Security Violation Reporting
ARS System Administrators and users will promptly notify the ARS Information Systems Security Program Manager (ISSPM) of any significant security violation, theft, or environmental failure causing damage to hardware and/or software.  Questions regarding how to determine whether or not an incident is reportable should be directed to the ARS ISSPM. 
The U.S. Department of Agriculture (USDA) in accordance with DM 3505-001, “Incident Response Procedures,” requires that violations of security policy and security vulnerabilities and incidents be reported.

19.0
System Development Life Cycle Requirements 

19.1
Initiation Phase 
· Security Categorization - All new USDA General Support Systems (GSS) and Software Applications, Major (MA) and Non-Major (NM) are required to undergo a risk assessment using FIPS Publication 199, “Standards for Security Categorization of Federal Information and Information Systems.”

· Baseline Security Controls - The required baseline security controls from NIST SP 800-53, “Recommended Security Controls for Federal Information Systems,” serve as a starting point for organizations in determining the appropriate safeguards to protect their information systems.  

· Security Documentation - Development of proper system documentation provides better control over IT assets.  The Computer Security Act of 1987 and OMB A-130, Appendix III, require Information System Security Plans (ISSPs) for all USDA GSS and Software Applications, Major and Non-Major.  System owners will use ARS security documentation templates and follow NIST SP 800-18, “Guide for Developing Security Plans for IT Systems” to develop the initial security plan.  Security controls that have not yet been acquired or implemented will indicate “Planned.”  For additional policy information, users can reference USDA Policy CS-025, “Cyber Security Guidance Regarding Annual Security Plans for IT Systems and Security Programs.”
· Security Training - All personnel requiring access to ARS IT systems are to complete the USDA Security Literacy and Basics Awareness Training using the Agriculture Learning Service (AgLearn) prior to obtaining access to ARS IT systems.  Additional guidance regarding security training is available in DM 3545-001, “Computer Security Awareness and Training.”
19.2
Development/Acquisition Phase

· Acquisition - As appropriate security controls are selected, cost to acquire and maintain security controls are to be included in the system acquisition and planning activities.  IT waivers and business justification documents will be prepared and submitted to the Department for approval prior to acquisition when needed.  Additional investment control guidance is provided in DM 3560-000, “Capital Planning & Investment Control (CPIC) for Security.”
· Interconnectivity - If the system is to be connected to other IT systems, the business owner must discuss the requirements for connectivity with the other system owner to identify security requirements for this connection.  An Interconnectivity Security Agreement (ISA) following NIST SP 800-47, “Security Guide for Interconnecting IT Systems” guidance must be started during this phase.  ISA agreements are to be reviewed annually and updated every five years.

· Preliminary Risk Assessment - All new USDA GSS and Software Applications, Major and Non-Major are required to undergo a risk assessment to define the threat environment in which the system will operate in accordance with DM-3540-000, “Risk Management Program” and DM-3540-001, “Risk Assessment Methodology.”  At a minimum the initial risk assessment will be conducted using NIST SP 800-26, “Security Self-Assessment Guide for IT Systems.”
19.3
Implementation Phase
· Security Controls - Agreed upon security controls, planned or in place, are to be fully documented in a system security plan.  The Federal Information Security Management Act (FISMA) requires agencies to have plans for information security programs to assure adequate information security for networks, facilities, information systems, or groups of information systems, as appropriate.  The security plan also provides a complete categorization or description of the information system.  Guidance for selecting baseline security controls is provided in NIST SP 800-53, “Recommended Security Controls for Federal Information Systems.”
· Certification and Accreditation - All USDA GSS and Software Applications, Major and Non-Major are required to undergo a security certification process and be approved by a Designated Accrediting Authority (DAA) and the Agency Certifying Official (CO) prior to being placed in operation.  All systems must be re-accredited every three years or any time a major change is implemented. Guidance for completing Certification and Accreditation of Agency IT systems may be found in NIST SP 800-47, “Guide for the Security Certification and Accreditation of Federal Information Systems.”
· Hardening – Prior to placing systems into operation, security checklists will be used to harden the operating system.  All USDA GSS and Software Applications, Major and Non-Major will be locked down using approved configuration hardening checklists in accordance with USDA Department Manual DM 3540-002, “Risk Assessment and Security Checklists.”  Vulnerability scans are to be conducted and all weaknesses corrected, all critical system patches are to be applied, and anti-virus software with the latest anti-virus signature files are to be in accordance with USDA Policy CS-041, “Guidance Regarding Patch Management & System Updates” and USDA Policy CS-043, “Guidance Regarding Malicious Intent Software.”  

· IT Contingency Planning - OMB Circular A-130, “Management of Federal Information Resources,” requires that Federal Managers plan how they will perform their mission and/or recover from the loss of existing application support, whether the loss is due to the inability of the application to function or a general support system failure.  A-130 also requires that managers periodically test the capability to perform the agency function supported by the application in the event of failure of its automated support.  IT Contingency Plans and Test Plans will be developed and maintained for all USDA GSS and Software Applications, Major and Non-Major in accordance with DM-3570-000, “IT Contingency and Disaster Planning”, and DM-3570-001, “Disaster Recovery and Business Resumption Plans.”  System owners will perform IT contingency tests and document results on an annual basis as required by FISMA.
19.4
Operations/Maintenance Phase

· Vulnerability Scanning - Vulnerability scans will be performed on a monthly basis for all ARS networks, systems, servers, and desktops in accordance with established procedures. All vulnerabilities with the severity of “High” or “Medium” as defined by the ISS product must be corrected within 30 days.  Vulnerabilities that cannot be justified to support functional requirements and/or cannot be corrected within 30 days must be reported to the ARS ISSPM.  For additional vulnerability scanning policy information, ARS users can reference DM 3530-001, “USDA Vulnerability Scan Procedures.”
· Patch Management - USDA Policy CS-041, “CS Guidance Regarding Patch Management and System Updates,” requires all USDA agencies and staff offices to establish and implement an automated Agency-wide system of patch management for all IT systems, regardless of operating system or platform.  All Agency computer systems will have a regular schedule and an automated process for identifying and loading security updates for the operating system or other software. ARS system administrators may use other automated tools and procedures to maintain critical system and security patches, but must install the PatchLink client software on all supported devices.

· Anti-Virus Protection - All desktops and servers will use anti-virus software and have up to date signature files in accordance with NIST SP 800-14, “Generally Accepted Principles and Practices for Securing IT Systems,” NIST SP 800-12, “An Introduction to Computer Security: The NIST Handbook,” USDA Policy CS-041, “CS Guidance Regarding Patch Management and System Updates,” and USDA Policy CS-043, “CS Guidance Regarding Malicious Intent Software.”
· Authority to Operate - In order to enter this phase of the SDLC, each system must have been Certified and Accredited by an authorized DAA and Agency CO who has granted authority to operate the system.  All systems must be re-accredited every three years or any time a major change is implemented.  Guidance for completing Certification and Accreditation of Agency IT systems may be found in NIST SP 800-47, “Guide for the Security Certification and Accreditation of Federal Information Systems.”  In accordance with CS-030, “USDA Certification and Accreditation Guide,” low impact systems are only required to complete Phase 1, Pre-certification, which includes the security plan and risk assessment using NIST 800-26, “Self -Assessment Guide for IT Systems” on an annual basis.
· Security Violation Reporting - ARS System Administrators and users will promptly notify the ARS Information Systems Security Program Manager (ISSPM) of any security violation, theft, or environmental failure causing damage to hardware and/or software.  The U.S. Department of Agriculture (USDA) in accordance with DM-3505-001, “Information Systems Security Policy,” requires that violations of security policy and security vulnerabilities and incidents be reported.

· Incident Response - USDA, DM 3505-001, “Incident Response Procedures,” requires  that every agency use specific Incident Reporting forms and contact lists in order to properly respond to IT Incidents.  Each form has time frames for required Agency action.  System administrators will send all Incident reports through the ARS, OCIO, ISSPM. 

· Security Training - All personnel requiring access to ARS IT systems will complete the annual USDA Security Literacy and Basics Awareness Training using the Agriculture Learning Service (AgLearn).  Additional guidance regarding security training is available in DM3545-001, “Computer Security Awareness and Training.”
· Configuration Management - Changes to an information system can have a significant impact on the security of the system.  System owners must ensure adequate consideration is given to potential security impacts due to specific changes to an information system.  Documenting information system changes and assessing the potential impact on the security of the system on an ongoing basis is essential to maintaining the security accreditation.  Additional guidance regarding change management is available in DM3520-000, “Configuration Management.”

· Configuration Control Boards - Prior to major operating system upgrades, software updates, patches, or hardware modifications, testing in a development or test environment is strongly recommended.  System owners may make minor changes to Agency systems as needed.  Major changes to the Agency infrastructure or systems will be submitted to the Executive IT Steering Committee (EITSC) and OCIO Council for review and approval by Agency management officials. Additional guidance regarding change control policies and responsibilities is available in DM3520-001, “CM Policy and Responsibilities.”
19.5
Disposition Phase

· Retired Systems - System owners will immediately notify ARS, OCIO Cybersecurity, via email when a General Support System or Major/Non-Major Application is retired.  Retired systems will be disconnected from the network.  Prior to reconnecting retired systems to the ARS network, system owners will notify the ARS Information Systems Security Program Manager (ISSPM).  
· Media Sanitation - Before releasing equipment for surplus or use by another organization, system owners will ensure that data are deleted, erased, and overwritten as necessary.  ARS, OCIO Cybersecurity will provide Disk Wipe software for this purpose upon request.  This policy applies to all electronic devices including servers, desktops, laptops, PDA’s, firewalls, routers, switches, etc.  Additional guidance regarding the Disposition Phase is available in USDA Policy CS-036, “Cyber Security Guidance Regarding Security Controls in the System Development Life Cycle (SDLC).”
20.0
Non-Compliance

Violations of standards, procedures, or practices in these Rules of Behavior will be brought to the attention of management officials for appropriate action which will result in disciplinary action that could include but are not limited to: written reprimands, suspension of system privileges, temporary suspension from duty, removal from current position, termination of employment, and even criminal prosecution. ARS will enforce the use of penalties against any user who willfully violates any ARS or federal system security (and related) policy, as appropriate.

These Rules of Behavior are founded on the principles described in the ARS published security policy and other regulatory documents such as the Code of Ethics for Government Employees, Office of Personnel Management regulations, Office of Management and Budget regulations, and Standard of Conduct for Federal Employees.  Therefore, these Rules of Behavior carry the same responsibility for compliance as the official documents cited above.
Appendix A
Acronyms

AgLearn
Agriculture Learning Service

ARS

Agricultural Research Service

CIO

Chief Information Officer
CM

Configuration Management

CO

Certifying Official
COTS

Commercial Off-The-Shelf

CPIC

Capital Planning & Investment Control

CS

Cyber Security

DAA

Designated Accrediting Authority

DBA

Database Administrator

DM

Departmental Manual

DR

Departmental Regulation

EITSC
Executive Information Technology Steering Committee

FedCIRC
Federal Computer Incident Response Center

FISMA
Federal Information Security Management Act

GSA

General Services Administration

GSS

General Support System

IAN

Internet Access Network

ISA

Interconnectivity Security Agreement

ISP

Internet Service Provider

ISSP

Information System Security Plan

Appendix A
(Continued)

ISSPM
Information Systems Security Program Manager

IT

Information Technology
LAN

Local Area Network

MA

Major Application

NIST

National Institute of Standards and Technology

NM

Non-Major Application
OCIO

Office of the Chief Information Officer

OMB

Office of Management and Budget
OPM

Office of Personnel Management

P&P

Policy and Procedure

PDA

Personal Digital Assistant

SDLC

System Development Life Cycle

SP

Special Publication

USDA

United States Department of Agriculture

Appendix B
Glossary

Capital Planning and Investment Control - A systematic approach to selecting, managing, and evaluating information technology investments

Configuration Management - A process of reviewing and controlling the components of an Information Technology System throughout its life to ensure that they are well defined and cannot be changed without proper justification and full knowledge of the consequences.  CM ensures that the hardware, software, communications services and documentation for a system can be accurately determined at any time.

Contingency Planning - Refers to the dynamic development of a coordinated recovery strategy for IT systems or application, operations, and data after a disruption. The planning process requires several steps: develop policy; conduct business impact analysis (BIA); identify preventive controls; develop recovery strategies; develop contingency plan; test and exercise the plan; train personnel; and maintain the plan. 

Cyber Incident Response Plan - Establishes procedures to enable security personnel to identify, mitigate, and recover from cyber attacks against an organization’s IT system(s).
Designated Accrediting Authority - The Agency management official who formally authorizes a system’s operation in writing and explicitly accepts any risks associated with that system.  The implementation of a formal configuration management process is a requirement for system accreditation.
General Support System - An interconnected set of information resources under the same direct management control that shares common functionality. It normally includes hardware, software, information, data, applications, communications, and people.
Information System Security Plan - Formal document that provides an overview of the security requirements for the information system and describes the security controls in place or planned for meeting those requirements.
IT Contingency Plan - Management policy and procedures designed to maintain or restore business operations, including computer operations, possibly at an alternate location, in the event of emergencies, system failures, or disaster. 

IT Contingency Test Plan - A documented set of instructions or procedures that describe how IT Contingency/Disaster Recovery processes will be tested to ensure effective and efficient recovery after a significant disruption has occurred.  IT Contingency/Disaster Recovery will be conducted and documented annually.
Major Application - An application that requires special attention to security due to the risk and magnitude of harm (“Moderate” or “High” potential impact), resulting from the loss, misuse, or unauthorized access to or modification of the information in the application.  

Non-Major Application - An application, other than a major application (“Low” potential impact) that requires attention to security due to the risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application. 

Appendix B
 (Continued)
Roles and Responsibilities - The functions performed by someone in a specific situation and the obligations to tasks or duties for which that person is accountable. 
Rules of Behavior - Rules that have been established and implemented concerning system use, security controls, and acceptable level of risk for the system.  Rules will clearly delineate responsibilities and expected behavior of all individuals with access to the system. Rules will cover such matters as connection to the Internet, use of copyrighted works, unofficial use of federal government equipment, the assignment and limitation of system privileges, and individual accountability.

Server - A computer or device on a network that manages network resources.  Servers are often dedicated, meaning that they perform no other tasks other than their server tasks.
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